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1. Introductory Remarks and Main Messages

The analysis of economies where information is imperfect and asymmetric has given rise
to a revolution in economics (Stiglitz, 2002, 2020). Longstanding fundamental results such as the
presumption of the efficiency of competitive markets — Adam Smith’s invisible hand — and that
competitive equilibrium is always characterized by demand equaling supply have been overturned.
Other key results, such as those concerning existence of competitive equilibrium and its
characterization too have been overturned. Since the founding of modern economics, analyses
were based on models of perfect information, with the hope that so long as information was not
too imperfect, the results would be at least approximately correct. Information economics showed
that this was not true: even a little bit of imperfection could drastically change the results.

The insights of this literature have touched virtually every subdiscipline in both macro- and
microeconomics — from labor economics to finance, from product markets to insurance markets —
and provided intellectual foundations for still other subdisciplines, like accounting and corporate
governance.! Here we provide a selective survey of the classic results in the literature, as well as
some modern topics.? We focus particularly on adverse selection, where it is known that there are
differences among individuals (among investment projects, among products, among firms), but
there is imperfect information about who is who — what Stiglitz (1975a) called a problem in
screening. And rather than discussing the myriad of applications, we focus on some of the general
principles and insights that have emerged from the vast literature.

In this contribution we look at the economics of information in instances where information
is endogenous — parties form beliefs (subjective probabilities) about the unobserved characteristics
of other parties as a result of actions taken. There is limited direct communication, the one
exception being that individuals may disclose verifiable information about themselves (their

! See, e.g., Stiglitz (1985b) and Wolfson and Stiglitz (1988). There is a wealth of other applications, most which we
cannot explore in this short paper. These include regulation (itself a huge literature, including Sappington and Stiglitz
(1987a), the exercise of and regulation of market power (e.g., Baron and Myerson, 1982, Rey and Tirole, 1986 and
Laffont and Tirole, 1986, 1988, 1990), and privatization (Sappington and Stiglitz, 1987b).

2 Indeed, there have been multiple surveys, both of the field in general, (e.g., Stiglitz, 1975a, 2000, 2002, 2013b, 2020,
the introductory essays in Stiglitz, 2009a, 2013a and Kamenica, 2017) and its application to particular subdisciplines,
including labor (see Ashenfelter and Card, eds, 2011a, 2011b), product (see Stiglitz, 1989), and insurance (see Dionne,
ed., 2013) markets. Veldkamp (2012) discusses applications of imperfect information in macroeconomics and
financial markets. By the same token, we necessarily must be selective in the references we choose to cite. We make
no attempt either at completeness or comprehensiveness.



products or their projects). The insights gleaned from the early literature in these settings — the
inefficiency of markets, the sharp difference in economic outcomes that incomplete or asymmetric
information environments generate relative to complete information environments, as well as the
basic mechanisms for overcoming difficulties posed by incomplete or asymmetric information and
the nature of welfare-improving interventions — continue to be useful in applications and in
advancing the theory.

At the same time, recent results have modified, and in some cases overturned, key earlier
results. Recent literature has reinforced earlier analyses showing the fragility of the results to the
precise specification of the information environment. For instance, we note the result of Kosenko,
Stiglitz, and Yun (2022) that under quite general conditions, in the absence of communication, no
equilibrium exists; both the price (Akerlof, 1970) equilibrium and the quantity (Rothschild and
Stiglitz, 1976) equilibrium can be broken. In the companion paper ("Part 2”), we look at situations
where information is instead communicated directly (instead of indirectly, through actions).

Here we survey the advances in the fundamental models of endogenous information —
signaling, screening, and adverse selection — that have been made in the decades subsequent to
their initial formulation. The earliest literature assumed initial information asymmetries and
addressed how they were addressed in competitive markets and monopolies. We discuss
endogenizing the initial asymmetries, and consider a broader range of mechanisms by which they
can be dealt with — including mechanism design, the most important examples of which are perhaps
the design of auctions and matching algorithms.

As well, the earlier literature was written before we moved into the age of mis and
disinformation. While the companion paper deals more explicitly with this issue in the broader
context of communication, here we consider explicitly market incentives for obfuscation and the
role of public intervention through disclosure and fraud laws.

While markets failures are rife in economies with costly information (that is, all
economies), we explain here how many key so-called reforms of recent years — for instance,
“completing markets” through the creation of derivatives and structured finance — have increased
systemic informational burdens, undermining decentralization and lowering welfare. Reforms that
fail to consider how the proposed changes alter the economy’s information structure may well be

counterproductive.



The insight that a rational, utility-maximizing decision maker may (and generally speaking,
will) reveal her information through her choices and actions - a key insight in different contexts of
Spence (1973), Rothschild and Stiglitz (1976), Stiglitz (1977) and Mirrlees (1971) — linked
(private) information and (public) actions, and made the analyses tractable. Similarly, Robert
Aumann pointed out in the context of two-agent interactions® (Hart, 2005) that:

In the long run, you cannot use information without revealing it; you can use information

only to the extent that you are willing to reveal it. A player with private information must

choose between not making use of that information and then he doesn't have to reveal it or
making use of it, and then taking the consequences of the other side finding it out.

Thus, the link between information, action, and inference was made explicit, and
“information” became part of the province of standard economic analysis. But critically,
information could not be analyzed just like an ordinary good, using standard tools, as Stigler (1961)
had hoped.

2. Why Markets with Imperfect, Costly and Asymmetric Information are Not Efficient:

A Brief Summary

A central result of the economics of information is that even seemingly competitive
markets are not constrained Pareto efficient - with the term “constrained” emphasizing taking into
account the costs of producing and disseminating information. Importantly, there are public
interventions (using the constrained set of available information) that could make everyone better
off. There are several interrelated ideas that help us understand why that is so. Perhaps the most
fundamental is that information is a public good — what one individual knows does not detract
from what another does (information is non-rivalrous). Therefore, if constrained Pareto optimality
is appropriate as the welfare criterion, information should be distributed as freely as possible - but
doing so would obviously not be in the interests of any individual or firm with information they
believe to be valuable and not widely known.

In addition, it may be difficult to exclude some individual from the benefit of information

provided by another.* If informed individuals buy more of a stock because they know it will do

3 Although, notably, this insight fails to hold with more than two decision makers, as the following discussion will
make clear.

4 The two key properties of a pure Samuelsonian public good are non-rivalrous consumption (what one person
consumes doesn’t subtract from what another can) and non-excludability. Information has both properties, but we



well, the increase in the price of the stock conveys information from the informed to the
uninformed. This makes it impossible for those expending resources to obtain the full social return
from those expenditures. There will be underinvestment in research finding out about what are
good investments, reflecting the general principle: Markets on their own are never efficient in the
provision of a public good. More generally, welfare losses are associated with the incomplete
appropriation of the benefits of “information externalities” (Stiglitz, 1975b°; Stiglitz, 1975c, and
Leitzinger and Stiglitz, 1984 provide a specific application in the context of oil exploration) and
the pecuniary externalities that are pervasive when there is imperfect and asymmetric information
(Greenwald and Stiglitz, 1986).

Whenever information is costly to obtain and transmit, there is imperfect and asymmetric
information, and whenever that is true, there may not be a full set of markets - certain markets may
be “shut down,” in particular key risk markets.® But while Arrow (1964) showed that the existence
of a full set of markets was a sufficient condition for Pareto optimality, subsequently Stiglitz and
others (Stiglitz, 1982a, Greenwald and Stiglitz, 1986, Geanakopolos and Polemarchakis, 1986)
showed that generically, whenever there were not a full set of markets, the market economy is not
constrained Pareto efficient, i.e. having a full set of markets was essentially necessary for Pareto

efficiency.” But “completing the market” by adding markets may be welfare-decreasing if it is not

have noted even if it were possible to exclude partially (as patents do for certain kinds of information), the resulting
market equilibrium is not efficient.
5 This paper notes the inefficiency associated with obtaining a particular kind of information, knowledge associated
with increased efficiency in production, namely, research and development. Thus, the market failures noted here in
the context of screening models are also relevant for investments in innovation. These inefficiencies are more
extensively discussed in Stiglitz and Greenwald (2015).
& Akerlof (1970) showed that with information asymmetries, there might not exist a market for used cars, a specific
application of a more generalized “no trade theorem” (Milgrom and Stokey, 1982, Stiglitz, 1982b). (For applications
of these ideas to labor markets, see Greenwald (1979, 1986). For applications to equity markets, see Greenwald,
Stiglitz, and Weiss (1984).

There are also fixed costs associated with establishing and running markets, providing an alternative explanation
for the absence of markets.
" Diamond (1967a) provided a weaker set of sufficient conditions for a weaker notion of “constrained Pareto
efficiency,” but Stiglitz (1982a) showed that whenever there were more than one good or bankruptcy costs, markets
were not constrained Pareto efficient even in the weaker sense that Diamond had proposed. Earlier, Stiglitz (1972)
had shown even in the more restrictive world of mean-variance (the basis of the capital asset pricing model) the
economy was not efficient. More generally, Greenwald and Stiglitz showed that given the set of markets in existence,
there exists interventions in the market allocation of good that could improve the welfare of some without decreasing
that of others. Their result can be seen as a generalization not only of Stiglitz (1982a), but also of Newbery and Stiglitz
(1982), who show the (constrained) inefficiency of markets even with rational expectations.



complete - just another application of the theory of the second best.®

More generally, whenever there are not a full set of markets, whenever there are incentive
compatibility and self-selection constraints (which help screen individuals and ensure that they
provide effort)®, and whenever there is costly search, there are pecuniary externalities that matter
(Greenwald and Stiglitz, 1986, 1988, Arnott et al., 1994). Individuals assume, for instance, that
health insurance premia are unaffected by how much they smoke, but when all individuals smoke,
premia do increase. These results overturn a central pillar of standard economics, the first
fundamental welfare theorem, the formalization of Adam Smith’s conjecture that the pursuit of
self-interest would lead, as if by an invisible hand, to the well-being of society (subsequently
defined more precisely to be Pareto efficiency).

The Greenwald-Stiglitz theorem establishing the constrained Pareto inefficiency of the
market put a new light on one of the central ideas in economics, the use of the price system for
decentralization. It was obvious that once it was recognized that observable actions affected
information, individuals might change their actions to convey to others that they were, for instance,
more able or less risky than they really were, and than others were. But given the imperfections of
information, and that there would be costs, one way or another, in differentiating individuals (in
the case at hand, through self-selection constraints, whether in a screening or signaling model), it
was not obvious that the competitive market would not be constrained Pareto efficient nonetheless.
Indeed, in some simple early examples involving only one commodity (such as the Rothschild-
Stiglitz world), the economy was constrained Pareto efficient. But once one went beyond that
special case, it was not in general efficient. Interactions across markets mattered, so unfettered
decentralization is not efficient; and when those cross-market externalities are particularly
important, as in agrarian markets with sharecropping, decentralization simply breaks down.° (See
section 4 for a further discussion of decentralization.)

8 Newbery and Stiglitz (1984) illustrate showing that opening up new opportunities to trade between two economies
may lower the welfare of all individuals in both economies if there are not risk markets. Later, we expand on the
specific reasons that adding additional securities — short of a complete set of risk markets — may be welfare decreasing.
% Or when there are collateral constraints, as in many recent macroeconomic models.

10 The economics of information help explain the widespread institutional arrangement in agriculture of sharecropping,
which from the perspective of standard economics seemed a peculiar economic arrangement, significantly reducing
workers’ incentives. Indeed, sharecropping provided the paradigm of the “agency” problem, where effort was
unobservable, but workers were risk averse (Stiglitz, 1974a). Braverman and Stiglitz (1982) showed in that context
that there would be interlinking of markets — decentralization failed.



While the focus of this survey is general theory and microeconomics, it should be obvious
that these market failures have important implications for macroeconomic performance, including
macroeconomic externalities (Korinek, 2012, Jeanne and Korinek, 2010, Davila and Korinek,
2017), financial frictions (Bernanke and Gertler, 1989, Greenwald and Stiglitz, 1993, Stiglitz and
Greenwald, 2003, and Stiglitz and Weiss, 1992), and labor market rigidities (Delli Gatti et al
2012)1,

As we just observed, the dimensionality of the price system within existing markets is lower
than the dimensionality of relevant information, so prices alone cannot in general convey all the
relevant information, and existing prices may do “double duty,” conveying information not just
about scarcity. Much of the formal discussion below is concerned about how, in such situations,
additional information (say, about quantities) conveys further information, overturning one of the
central results of standard economics that prices convey all the relevant information. And the fact
that that is so not only changes the economy from what it would look like in a world where, say,
quantities did not convey information, but even results in the economy not being constrained
Pareto efficient. These results also overturn another pillar of standard economics, the notion that
markets are informationally efficient, conveying all the relevant information from the informed to
the uninformed.*2

In fact, even within the rational paradigm, the presence of asymmetric information creates
a paradox. If markets were informationally efficient, no one would have any incentive to expend
resources on information, since the rest of the economy could free ride, benefitting fully from the
information, as Grossman and Stiglitz (1980) pointed out. Yet we see so much investment in
information. Their answer was that the economy had to be characterized by an equilibrium level
of disequilibrium, where information is only partially disseminated.

There is a parallel paradox concerning the quantities traded in rational markets, put simply
by Stiglitz (1982c), focusing on trade in assets for purely speculative reasons (e.g. not because

some security provides good insurance). The mere act of purchasing a financial asset implies that

1 For an application of these externalities to the Covid-19 pandemic, see Guzman and Stiglitz (2021b).

12 There is a vast literature claiming that markets are informationally efficient (see, e.g., Fama, 1970, 1991), but an
even more important literature establishing that they are not (Shiller, 1981, 2000). Grossman, 1976, Grossman, 1977,
and Grossman and Stiglitz, 1980 not only established that markets could not be informationally efficient in
transmitting information from the informed to the uninformed, but that they even failed to aggregate disperse
information well. Similarly, Gale and Stiglitz (2013) showed that futures markets are almost always informationally
inefficient. One of the most curious Nobel Prize awards was that of 2013, awarded both to Fama, for his work on
informationally efficient markets, and to Shiller, for showing that markets were not informationally efficient.



the buyer must believe that the asset will appreciate. By the very same token, the seller must
believe that the asset will depreciate, creating a paradox. Both agents are aware of their differences
in beliefs. If they are equally informed (and equally able to process the information), the trade
increases the volatility of income, sometimes one winning, at other times the other. If one is more
informed than the other, the less informed will be worse off systematically losing money and facing
higher volatility. The less informed would not be willing to trade with the better informed. Yet, of
course, we clearly observe vast numbers and volumes of trades, for purely speculative reasons (i.e.
not providing enhanced insurance for wage income) which provides prima facie evidence against
the rational approach. (Indeed, Stiglitz (1982c) observes that the information provided by brokers
has little if anything to do with differences in circumstances and all to do with speculation.)

The puzzle becomes even greater once on puts this into a broader context of information
exchange, where beliefs in equilibrium are concordant — which would imply that in equilibrium,
there will be no trade. Thus, in the fully rational paradigm there should not be trade. Milgrom and
Stokey (1982) formulated a well-known version of this “no trade theorem,” that states that trade
with rational agents is impossible; or as Stiglitz (1982c) put it more precisely, such trade is only
possible in the presence of non-tradeable stochastic assets, with the tradeable assets reallocated
periodically to reflect differences in circumstances.

There is still one more reason that markets with imperfect and asymmetric information are
not constrained Pareto efficient: A central insight of the earlier information literature was that
competitive market equilibria may be characterized by markets not clearing.® Whenever that is
the case, shadow prices (say, of capital in the presence of credit rationing) will not equal market
prices, and not surprisingly, market allocations will again not be Pareto efficient.'*

Finally, markets with imperfect information are likely to be imperfectly competitive, for a
whole variety of reasons. The fact that it is costly to search gives firms market power over their

customers and workers.*® The fact that current employers have more information about their

13 First noted in Stiglitz (1969, 1974c, 1982d). Since then there has been an enormous literature on the efficiency
wage model (see, e.g. Weiss (1980)) and on credit rationing (Stiglitz and Weiss, 1981)). For an overview, see Stiglitz
(1987).

14 For instance, many of the seeming anomalies in macroeconomics arise because market prices (say, interest rates)
and shadow prices may move in different directions in the presence of credit rationing.

15 See, for instance Diamond (1971) who shows that even with small search costs, the market price will be the
monopoly price. Stiglitz (1985a) shows analogous results in labor markets, and established that there may be multiple
equilibria wage distributions. Stiglitz (2013a) shows, moreover, that in the Diamond model, in the absence of
heterogeneity, there is in general no equilibrium.



employees than others creates an impediment to labor mobility, giving even more market power
to employers (Greenwald, 1979, 1986). Because of space limitations, we do not discuss this
important source of market failure further in this work.

These market failures are critical to understanding behavior in many of the key markets in
the economy (insurance markets, financial markets, labor markets), which also have large

macroeconomic consequences, and obviously important policy implications.

3. Imperfect and Asymmetric Information and Implications for Markets

3.1.  Voluntary, Truthful Disclosure and the Walras Law of Screening

There are some settings where information may be verified (perhaps by an independent
third party, such as a notary, a mechanic in the textbook used car example, an evaluation by an
outside healthcare professional in the insurance example, or a standardized test in the education
example). What happens when information is imperfect and asymmetric, but verifiable, in the
sense that there is something the imperfectly informed party can do to confirm or disconfirm the
information, or find out the quality or type?

The central mechanism driving outcomes in this setting was first observed by Stiglitz in
1975a, when he wrote:

[...] assume the most able is able to provide information certifying to his abilities. The

market would then, in equilibrium, pay the remaining workers their (now lower) mean

marginal productivity. It would clearly pay, then, for the most able person of this group to

have his ability certified. And the analysis proceeds, until information about the capabilities

of all individuals except for the least capable is provided: but if we have sorted out all

except for the least capable, we have also sorted out the least capable. This may be called

the Walras Law of screening information.®

This key result, also known as the “unravelling” result, says that under certain conditions,
with verifiable information, private information gets fully revealed in equilibrium (Stiglitz, 1975a).
It always holds if it were costless to get a credential verifying one’s ability. This "Walras law of
screening” was subsequently studied by Grossman (1981) and Milgrom (1981), who confirmed

that this was the unique equilibrium when information and verification is costless. Thus, the

16 \Walras’ Law held that if there are N markets, and N-1 clear, the Nth must clear.



conclusion of this literature (known as the verifiable disclosure or hard information literature) is
that if information is costlessly verifiable, in equilibrium it always gets revealed.

Market outcomes in which different groups are not differentiated (because of a lack of
information) were referred to by Rothschild and Stiglitz (1976), and Stiglitz (1975a), as “pooling”
equilibria. Stiglitz (1975a) showed that if verification is costly, there may not be full information
revelation; there may also be a pooling equilibrium. Only the more able individuals benefit from
the validation, and so they will expend the resources to do so if the costs of screening are small
enough. In the pooling equilibrium, the wages of the more able reflect the average ability. If the
costs of verification are high enough, the difference between the wage they get if they show they
are more able - their true productivity - and that average is smaller than the cost of verification, so
a pooling equilibrium can be sustained. Thus, in this economy with costly verifiable credentials,
there may be multiple equilibria - both a pooling equilibrium (where no one’s ability is revealed)
and a separating equilibrium (where everyone’s ability is revealed). Interestingly, in this case with
multiple equilibria, everyone in the pooling equilibrium is better off than in the “separating”
equilibrium; still, the Pareto inefficient equilibrium can be sustained.*’

Much of the subsequent literature has explored situations where these various forms of
equilibrium may arise: pooling, separating, and hybrid (partially pooling/partially separating);
whether a competitive equilibrium exists at all; and analyzed the welfare economics of each pattern
of equilibrium. While screening with verifiable information generated multiple equilibria,
including a pooling equilibrium, in models with screening with self-selection (Rothschild and
Stiglitz, 1976), there was no competitive equilibrium if the differences among individuals were
small, and there never existed a pooling equilibrium. (We elaborate on this below in subsection
3.10. See also the discussion of repeated interactions, subsection 3.9 below.)

The welfare analysis entails ascertaining the differences between private and social costs
and benefits of differentiating. For instance, in the context of screening/signaling, social returns

are related to the better resource allocations that are generated by better information - which may

17 While Rothschild and Stiglitz (1976) showed that in their one-period model based on self-selection and contract
exclusivity, there could not be a pooling equilibrium, in other contexts, there can be a pooling equilibrium. See the
discussion below. Note that in Stiglitz (1975a) the market equilibrium may be inefficient even with a single
commodity, in the RS (1976) analysis, the market equilibrium, when it exists, will be Pareto efficient, but only with a
single commodity. With multiple goods, self-selection equilibria are generally inefficient (see Greenwald and Stiglitz,
1986, and Arnott et al., 1994).

10



be nil*®; while the private returns include the increased rents associated with being identified as
better (more able), in the context of labor markets, having higher returns in the context of
investment markets, higher probability of repaying, in credit markets, or, in insurance markets, a
lower probability of the insured-against event occurs. The simple appropriation of ability rents
increases inequality without increasing productivity.

But these results with verifiable disclosure of information contrast markedly with those
with self-selection. There, the equilibrium, if it exists, is Pareto efficient;!® but when there exists
no equilibrium, Pareto efficient outcomes can be sustained with cross subsidies from the policies
purchased by low-risk individuals to those purchased by the high risk (Stiglitz, 2009a).

3.2.  Different Structures of Information Asymmetries and the Existence of Competitive

Equilibrium

In the models discussed so far, the more able individuals know they are more able. There
are, however, some contexts in which that is not the natural assumption. For instance, life insurance
companies may have better information about the correlates of longevity than ordinary individuals.
In that case, again it is the more informed party that pays for the screening: it is advantageous for
the life insurance company to screen individuals to determine which individuals are likely to have
higher longevity - so long as that information does not become public. But if it does - if others can
see that the insurance firm has offered the individual insurance at a low price (reflecting low risk)
- then other companies will do so also, and the firm doing the screening would be unable to
appropriate the returns to its investment in screening. Thus, a screening equilibrium can exist only
if markets are (as in Grossman and Stiglitz, 1980) at least partially informationally inefficient, i.e.,
only if the actions of the screener are only partially observable. Emran and Stiglitz (2009) show
that this insight, the inability to appropriate fully returns from screening, may play an important

role in inhibiting lending to young entrepreneurs.

18 In the simple early models, such as Spence (1973), Stiglitz (1975a), and Mirrlees (1971), more able individuals
were proportionately better at every task; there was no comparative advantage. But when there exists comparative
advantage, with one type of individual’s having better relative performance at some task than other types, but poorer
relative performance in others, knowing individual’s abilities allows a better allocation of individuals to different
tasks. There is a social return to having information about individuals’ relative abilities. Of course, there will always
be some comparative advantage, except in the trivial case — which is what the literature focused upon. The results of
that literature appear robust, so long as the magnitudes of differences in comparative advantages are not large.
Surprisingly, little of the literature has explored such situations.

19 Assuming there is only one good. As we have noted, if there is more than one commodity, the Greenwald-Stiglitz
theorem applies, so that the economy is not Pareto efficient (see Greenwald and Stiglitz (1986)).
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Moreover, there are problems in sustaining a competitive equilibrium when firms do the
screening, even if the information they obtain doesn’t leak out. Indeed, if even two firms uncover
the information about the skills of a particular individual, for example, Bertrand competition
amongst them will result in all of the gains going to the individual and the firms that have expended
resources to screen will lose money. With no one screening, it would pay a single firm to screen.
But if two firms screen, everyone loses money. The only equilibrium is a mixed strategy
equilibrium, where firms randomly choose who to screen, with some individuals then being
screened only once while others have their abilities identified by multiple firms. (Stiglitz, 1975b).
That raises several questions, to which we now turn.

3.3.  Endogeneity of Information Asymmetries: Learning About Oneself

First, if initially there are no asymmetries of information, but individuals know that there
are differences in individual abilities?®, would it pay them to first identify their abilities for
themselves, and then, if they are able, spend still more money verifying this for third parties? From
a social perspective, such expenditures are problematic because if there were no productivity
benefits from such information, ex ante, behind the veil of ignorance, before they know what their
ability will be, all individuals are better off in the pooling equilibrium, as we have already noted.
Yet Stiglitz (1984) shows that, if the costs of acquiring information are low enough, there exists
an equilibrium in which nonetheless everyone pays to find out their abilities and then the more
able provide verification.?* This is socially unproductive and simply increases inequality and
lowers ex ante expected utility. On the other hand, if different individuals have different
comparative advantages, then the information will be socially productive. Still, there is no
presumption that the market equilibrium is efficient even when there are some social gains from
better resource allocation, and in particular, there is no presumption that those gains outweigh the
social welfare loss of increased inequality.

3.4. Excessive Investment in Information

20 Throughout the paper, the exposition focuses on identifying differences in individual abilities; the discussion could
have been exposited as well in terms of differences in project returns, risks of individuals seeking insurance, or
qualities of products.

2 Obviously, at high enough costs, it would not pay the individual to acquire such information. A later strand of the
endogenous information acquisition literature explores more generally and precisely when one wouldn’t acquire a
costly signal (see Sims, 2003, Matejka and McKay, 2015, Caplin and Dean, 2015, Caplin et al., 2022, Mackowiak,
Matejka, and Wiederholt, 2019).
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The excessive investment which creates the asymmetries of information compounds the
inefficiency noted earlier that arises in providing verifiable information about ability differences.
This is not the only situation in which equilibrium may be characterized by excessive information,
where there are social costs to obtaining information that are incommensurate with the benefits -
indeed, the social benefits to an abundance of information may be negative (Hirshliefer, 1971).
Insurance markets are particularly fragile: disclosure of genetic information may lead to the
unravelling of certain insurance markets?? (see Rothschild and Stiglitz, 1997). In some cases,
banning the use of certain information may be Pareto efficient (this may be the case for anti-
discrimination laws which move the economy costlessly from a discriminatory equilibrium to a
Pareto superior non-discriminatory equilibrium (Stiglitz 1973, 1974b); but in other cases, such
interventions lead to the use of correlated variables, resulting in an even less desirable equilibrium
(Rothschild and Stiglitz, 1982)

There is another situation where too much information is “extracted”: that where firms
have some market power. Such firms have an incentive to acquire information that may enhance
the ability of the firm to price discriminate, to extract more of the potential consumer surplus from
its customers. Extracting the consumer surplus is not simply distributive, with money often going
from poorer consumers to the richer owner of firms; it is a costly “adverse distribution.” This rent
extraction can be a major source of the firm’s profits as well as the distortions associated with
market power (Stiglitz, 1977).

3.5.  Creating Information Asymmetries

In some cases, economic agents may deliberately create information asymmetries.?® For
instance, Edlin and Stiglitz study a setting where firm managers choose to invest in riskier (i.e.,
noisier) projects because it increases perceived uncertainty about the firm’s prospects, and
therefore discourages either other firms taking over the firm or competing managers from
displacing the current manager (Edlin and Stiglitz, 1995). It is not just the uncertainty that matters;

it is that outsiders know less (have less precise information about the firms’ assets) than the

22 This might not be a problem if one could buy insurance before the information were available to any party, e.g.,
before the individual is born. But that is not possible - partly because genetic information about parents (or
asymmetries about such information) may lead to the unravelling/non-existence of that market.

23 Similarly, Stiglitz (1985a) and Salop and Stiglitz (1977, 1982) show that the market may create price dispersions,
even when there is no intrinsic difference among firms. See also Stiglitz (2013a). When it does this, it imposes
unnecessary search costs on consumers. See the discussion below in sections 3.11. and 3.12.
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manager. Thus, the level of informativeness of the decision maker, and the level of informativeness
of others, is determined endogenously, and in ways which may be suboptimal.
3.6. Disclosure Requirements

While the analysis of sections 3.3 and 3.4. suggested that there may be situations where in
equilibrium there is, in some sense, too much information, public policy has been concerned with
cases where, without government intervention, there is too little disclosure. In credit markets,
lenders are required by the Truth in Lending Act to disclose their true effective interest rate. The
US Consumer Financial Protection Bureau (CFPB) likewise requires lenders to state their terms
transparently. Here, the concern is that lenders may present information in ways in which it is not
fully understood by a large fraction of borrowers. There is an attempt to deceive. The US Securities
and Exchange Commission (SEC) regulations typically require firms to disclose truthfully all
materially relevant information about the securities they are issuing. These regulations go beyond
requiring “the truth, nothing but the true, but not necessarily the whole truth.” Implicitly, they take
the view that knowing that there is a serious downside risk to an investment and not disclosing it
is effectively a lie. Their perspective rejects caveat emptor, which effectively puts all the burden
of information on the buyer. If the seller knows something that he reasonably should know would
be relevant for the buyer, he must disclose.

There are several justifications for such disclosure requirements and several contexts in
which there will be insufficient voluntary disclosure. A strong assumption in the above analyses
yielding full disclosure is that of rational expectations - that the uninformed party understands the
distribution of the qualities of the products being purchased, given the (limited) information being
provided; she simply doesn’t know which item is of which quality. Moreover, she rationally makes
inferences from what is observed. Behavioral economics has taught us that that is not the case.
Cognitive limitations may lead individuals to make the wrong inferences, and firms have learned
how to better “deceive” individuals. There are extensive literatures documenting persistent,
systematic biases in consumer behavior (including incorrect estimates of own future behavior); the
fact that these biases are exploited by firms can lead to subpar choices with regard to health, and

borrowing, saving, and investing behavior.?* Providing standardized disclosure statements enables

24 See, inter alia, Benartzi and Thaler (2004, 2007), and DellaVigna and Malmendier (2006).
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better and less costly assessments of the relative merits of different products or investment
opportunities.

Moreover, as we comment further below, providing only partial information imposes costs
on other market participants. Some may have such high costs of screening that they simply accept
the randomness of the product — and that itself lowers expected utility. But others with low costs
of screening differentiate, but these are costs they would not have to bear in the presence of
required disclosures.?

An analogy may be useful. In the economics of liability, Calabresi (1970) argued that
efficiency entails that the burden of avoiding an accident be placed on the party that could avoid
an accident at lowest cost. Here, not disclosing imposes significant costs on others, either in terms
of making a sub-optimal product selection or imposing costs of obtaining information - costs that
could easily be avoided or reduced (at low costs) if there were disclosure.?®

We noted above the importance of standardization. Standardization in the way that
information is presented is important in a world with a superabundance of information: firms who
do not want to make disclosures comply with disclosure rules by burying the relevant information
in a large volume of irrelevant information designed to overwhelm the attention and information
processing capacities of the reader.?’ (This is a form of signal jamming which is discussed more
extensively in the companion paper.) Standardization of disclosure enables information to be
disclosed in a way that can be analyzed and interpreted at relatively low cost.

% There is an analogy here to the costs imposed on consumers in markets with endogenous price dispersion noted in
footnote 24 and discussed further below. The high price firm exploits the high search cost individuals, but
simultaneously imposes a search cost externality on the low search cost individuals.

There is a further rationale for compulsory disclosure when verification is costly. We showed that the pooling

equilibrium is Pareto superior to the screening equilibrium if the supply of the two types is fixed. But the pooling
equilibrium will lead to an oversupply of “bad” products and an undersupply of good products, since the price they
receive is the same, i.e., incentives are distorted. Taking these into account, the pooling equilibrium may well be
welfare-inferior; and disclosure mandates may be necessary and desirable.
% Obviously, there are some circumstances in which the seller may not be fully informed about the characteristics of
his product; but typically, it is more efficient/less costly for the seller to gather relevant information than for a multitude
of buyers. On the other hand, the information may be less trustworthy, especially in the presence of imperfect and
costly verifiability (so mild deviations from the truth are hard to prosecute). In such cases, third party provision of
information (like Consumers’ Reports) may be desirable, either as a substitute or complement.

Thus, the testing of drugs for safety and efficacy by the pharmaceutical companies selling those drugs has been
questioned, with some advocating that third party testing should play a more important role (Jayadev and Stiglitz,
2008, 2010).

27 Thus, securities laws requiring disclosure of risks have proven to be less effective than hoped, because firms bury
the real and important risks to which attention should be drawn (if information is to be disclosed in an actionable way)
within a long list of ordinary risks to which investors are exposed.
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3.7.  Fraud Laws

If there were no costs to verifying, as we have noted, then the equilibrium that emerges is
one in which everyone truthfully discloses. But if there is a cost to verification, and if everyone
were telling the truth, it wouldn’t pay anyone to spend the upfront cost of verification. Hence, an
equilibrium with full information couldn’t be sustained. There are several ways around this
conundrum.

One is that the individual provides a guarantee that his statement is truthful, giving the
money back (plus the cost of enforcement of the guarantee plus an arbitrarily small additional cost)
if it is shown not to be.?® Then, no one would have an incentive to lie. (A guarantee, of course, is
not just a signal; it is also an insurance policy. Even if there were no asymmetries of information,
the seller might provide insurance because it is in a better position to absorb the risk of the non-
performance of the product. The fact that it thereby has an incentive to make the risk of non-
performance lower is also important.)

An alternative is criminalizing fraud: if untruthful statements are penalized with a penalty
at least equal to the amount received, there will in general, be truthful disclosure.?® Not disclosing
materially relevant information, particularly information which is easily at hand, may, as we have
noted, be viewed as akin to fraud.

There is a remarkable paucity of literature on fraud, in spite of its importance (but see
Greenwald and Stiglitz, 1992). Indeed, fraud played a critical role in the financial collapse of 2008
(Stiglitz, 2010).

Since with a guarantee, there still has to be an arbiter of “truth” (e.g., “is the product what
the seller claims it to be?””) and the guarantee may have to be enforced through a court of law, the
basis of “truthfulness” in both cases (with or without a guarantee) is legal enforcement. This is
where the assumptions of verifiability and enforceability become central. In the general case,
information is only imperfectly or imprecisely verifiable, particularly to third parties. If that is the
case, the equilibrium may not be characterized by full revelation, yet some information may be

conveyed, for example, through contract design and self-selection. On the other hand, in the

28 On the role of guarantees, see Grossman (1981), and Heal (1977). A money back guarantee by itself does not suffice
in the presence of costly enforcement. Note that increasing the costs of enforcement (e.g., by not allowing class action
suits) increases opportunities for low-information (“bad™) equilibrium to occur (e.g., where firms exploit poorly
informed consumers) - and increases the likelihood of a no-trade equilibrium (with critical markets being absent).

29 Or in the case of confinement, where the length of confinement is sufficient to deter fraudulent behavior.
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context of repeated interactions (sometimes formalized as repeated games), reputation may serve
as an enforcement mechanism and third-party verifiability may not be required.*® (See also the
brief discussion in section 3.9 below.)

The issues under discussion here become particularly relevant in a world of mis and
disinformation. The early literature, for the most part, while recognizing information asymmetries,
assumed that when information was disclosed, it was truthful. The discussion in the companion

paper explores these issues further.

3.8.  Costly Signals and Self-Selection

In many cases, rather than the costly acquisition of a verified credential, market participants
look toward a “surrogate” for the credential, a costly signal that is correlated with the relevant,
unobservable ability or quality, and a major strand of the literature has focused on this (Rothschild
and Stiglitz, 1976, hereafter referred to as RS, and Spence, 1973).

Sometimes the surrogate is simply a more easily observable characteristic: if race is
correlated with education, and education is correlated with ability, but race is more easily
observable than education, race may be used to screen individuals, resulting in a discriminatory
equilibrium. (Phelps, 1972, Arrow, 1973, Rothschild and Stiglitz, 1982, Stiglitz 1973, 1974b).

Most of the literature has focused though on cases where the surrogate is a decision
variable, and knowing that a change in action may affect the inferences about, say, ability, has
fundamental effects on the nature of market equilibrium. The better-informed party may try to
signal his qualities. Or the uninformed party may structure a set of choices where the choices
reveal who is better: self-selection constraints work to enable the firm to “screen.”

The array of actions that convey information — and therefore may well be affected — is
enormous: the quantity of insurance as in RS, the level of education, as in Spence, the number of
hours one is willing to work a week, as in Akerlof (1976), the willingness to engage in search, as
in Salop (1977). A large literature has developed exploring the mechanisms that might be used in
different contexts. A key implication was noted in the beginning of this paper: virtually all
behavior is affected in one way or another.

In the signaling model (Spence, 1973), the informed party moves first, taking a costly

action (such as a level of education), which is a signal of the attribute or quality in question (in the

30 In the general case, reputation mechanisms, disclosure, and screening and self-selection should be thought of as
complementary mechanisms, with the relative importance of each varying with circumstances.
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context of education, the individual’s ability). Although expenditures on the signal are assumed
not to increase the individual’s productivity — thus signaling is purely dissipative — the action
verifiably differentiates her from others. In the screening models (RS), the uninformed moves
first, structuring a set of choices (actions) that differentiates among individuals.®*

The two strands of literature (testing/verification, signaling/self-selection) are actually
more closely related than has been recognized. Assume that anyone can pass the test for “high
ability” if they put in enough effort. Thus, passing the test is a noisy signal of ability, confounded
by another unobserved variable, effort. But if the test is hard enough, then it would not pay the
low-ability person to exert the effort required to pass the test. Passing the test of sufficient severity
thus becomes a costly signal. The cost of the signal - the cost of information - is thus both the cost
of the test and the effort to pass the test.

Of course, sometimes the “action” has value in its own right - getting more education
increases productivity. Then the social cost of the screening/signaling information is the
expenditure on education beyond that which would be desirable in a world of perfect information. 2
33

Much of the theoretical work in signaling models has focused on how the different parties
reason upon observing signals that should not be used, that would not be observed in equilibrium.
The literature on “refinements” that operates by restricting agents’ beliefs (Banks and Sobel, 1987,
and Cho and Kreps, 1987), and the rest of the literature that operationalizes the “stability” notion
of Kohlberg and Mertens (1986)) has provided a veritable bestiary of “equilibrium refinements”
that aim to obtain “reasonable” outcomes in signaling games. They proceed axiomatically, state
desiderata for what good (what they refer to as a “stable”) equilibria (among all the possible

equilibria) look like. For instance, a “good” outcome in the Spence signaling game is the least-

31 Stiglitz and Weiss (1994, 2009) and Stiglitz (2009b) further clarify the distinction between signaling and screening
models. When there exist both, among both is the fully separating Pareto efficient allocation. In Stiglitz (1977), a
single firm (a monopolist) constructs the choice set to enable the differentiation among individuals of different types.
RS considers the more complicated situation where the choice set emerges out of a competitive equilibrium.

32 Similarly, earlier we noted that a guarantee is a costly signal. The cost to providing a guarantee for the good product,
one where the probability of a critical defect is lower, for example. is less than for the bad; but, as we saw in the
previous section, the guarantee can be thought of as part of the “verification of truth.” To put it rather inelegantly, the
party providing the guarantee is putting his money where his mouth is.

33 As we noted earlier, a key insight in these screening and signaling models is that the social costs and benefits of
signaling and screening may differ markedly from the private costs and benefits.
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cost separating equilibrium3* (the “Riley outcome,” Riley (1979))%® where the high types obtain
as little education as necessary (and thus incur as low a cost as possible) to distinguish themselves,
and there is information revelation by virtue of the different ability types choosing different levels
of education, and thus signaling their types to the employers. In other words, there is information
revelation at the lowest possible cost to the participants.®

3.9.  Multiple-period and Repeated Interactions, Reputation, and Robustness

Even when characteristics cannot be verified by a third party - and therefore guarantees
and the truthfulness of statements cannot be enforced - unravelling (a separating equilibrium) may
occur through reputation mechanisms. In the reputation literature, repeated interactions allow
some observability (without third party verifiability), but for such mechanisms to work, outcomes
or characteristics must be observed with sufficient precision (or signals of characteristics or
actions, which are sufficiently correlated with outcomes or characteristics, even if imperfectly
s0).3” In the absence of third-party verifiability, the main enforcement is through a cut off in
relationships,® which itself can be costly to both parties.

Equilibria in reputation models with, say, unobservable effort have one distinct

characteristic which distinguishes them from standard competitive equilibria: there have to be

34 In the Spence model, equilibrium is defined simply as a set of self-confirming beliefs: Given wage differences
between the educated and the uneducated, those choosing to get educated (and not educated) had productivities
precisely corresponding to those beliefs. There might, of course be multiple such sets of equilibrium beliefs. These
refinements eliminate the multiplicity of equilibrium, doing so typically by asking what inferences the uninformed
would make were they to see an action that was deviant. See also Stiglitz (2002), putting forward the almost obvious
point: in any putative signaling equilibrium, the least able individual has nothing to lose by simply investing nothing
in education. The worst that could happen is that he would be treated as if he were the least able—and then he would
still be better off than he is in the signaling equilibrium where he invests in education. So too, the more able could
invest far more in education than needed to “signal” that he is of better quality. That, in Spence’s sense, would be an
equilibrium. But it is obvious that any high ability individual who invested at least enough such that no low individual
would invest that much (given their cost differences and putative returns) would do so, would still convey (signal) that
he is high ability.

% The Riley “equilibrium” is a reactive equilibrium, inconsistent with the spirit of competitive analysis that motivated,
for instance, Rothschild and Stiglitz. Acevedo and Gottlieb (2019) explore the non-existence of the Riley equilibrium.
3 But this does not address the issue of whether full revelation is efficient. In general it is not. See Stiglitz (2009a).
This helps explain why there does not exist a screening equilibrium with a continuum of individuals. (Recall the
discussion above where, with two types, an equilibrium only exists if the types are different enough. Obviously, with
a continuum, individuals are arbitrarily similar to others. It can be shown that it does not pay those near the least able
individuals to distinguish themselves from that type.

37 For an overview of the repeated games literature, see Mailath and Samuelson (2006). Casella (2005) and Jackson
and Sonnenschein (2007) discuss other mechanisms. The titles of the latter two works are rather evocative: “Storable
Votes” and “Overcoming Incentive Constraints by Linking Decisions.”

3 As in Shapiro and Stiglitz (1984) or Stiglitz and Weiss (1983). These results are related to the earlier discussion of
decentralization: here, intertemporal linkages are critical. See also Shapiro (1982) and Klein and Leffler (1981).
Under certain conditions in labor markets, firms can punish workers for whom there has been a (noisy) signal of
shirking by lowering wages (rather than terminating the contract). See Rey and Stiglitz (2024) and Arnott et al. (1988).
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“rents,” with prices, for instance, in excess of costs. What induces good behavior is the threat of
losing those rents as a result of a cut off in the relationship (Shapiro, 1982, Shapiro and Stiglitz,
1984).

Screening and signaling in multi-period contexts also change incentives in a fundamental
way: if an individual reveals who he is in one period, that information can be used in all subsequent
periods. It increases the incentive of the more able to have himself distinguished from the less able,
but also increases the incentive of the less able not to have himself distinguished from the more
able. The latter effect may dominate: in a model with a finite number of periods, there may exist
a pooling equilibrium for an initial set of periods (Gale and Stiglitz, 1989, Courty and Hao, 2000,
Stiglitz, 2009a).%°

The literature on repeated games has also investigated how robust the predictions are to a
misspecification of the problem (for instance, if the beliefs about the preferences, information, or
behavior of one or more of the agents are incorrect). Horner, Ely and others have worked on so-
called “belief free” equilibria (Ely et al., 2005, Kandori and Obara 2006, Horner and Lovo, 2009,
Horner et al. 2018), equilibria that are by construction, accordingly extremely robust to
informational assumptions, essentially relying only on individual optimization.*° In a belief-free
equilibrium of a repeated game, at every point every player’s strategy of play from that point
onward is optimal, given her information, independently of the information held by the other
players, for any beliefs the player may hold about others’ plans of action (or, equivalently,
regardless of any private information a player may have). Such equilibria are, by definition, robust
to (in fact, completely independent of) how individuals form their beliefs. This is an extremely
strong assumption. Technically speaking, it is a subgame perfect equilibrium for every game of
complete information that is consistent with the player’s own information. Thus, players need not
use Bayesian reasoning about others and adhere to the Harsanyi doctrine (discussed below). Of
course, the assumption of individual optimization in complex environments (and even of
maximizing expected utility) itself is an extremely strong requirement (see the discussion in the

companion paper on behavioral economics).

39 In the companion paper, we consider models with direct communication, giving rise to the problem of “information
design.” An information design approach to the sequential screening problem is studied by Kramer and Strausz (2015),
and Heumann (2020).

40 This is analogous to “robust” mechanism design discussed below.
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A small diversion into the theory of repeated games may be warranted. There exists a strong
result in the theory of repeated games that states the following: take the stage game (the game
repetitions of which will become the repeated game). Find equilibria of this stage game, the
corresponding payoffs, and now take the so-called convex combination of those payoffs (that is,
if in one equilibrium a player earns a payoff of 1, and in another equilibrium she earns a payoff of
2, a convex combination is any number between 1 and 2), and suppose that for each player, they
are above a lower bound (a payoff that a player can guarantee herself, for any set of actions of her
opponents). The folk theorem states that any such payoff (a convex combination of equilibrium
payoffs that is above a lower bound) can be a payoff in the repeated game, provided players are
patient enough. Thus, the repeated game has incredibly large sets of payoffs, and therefore, even
larger sets of equilibria.

A typical reasoning for why the folk theorem holds goes as follows — suppose a player
deviates while playing a game, taking an action that gives her higher instantaneous utility, but
lowering the payoffs of others. It is then in the best interest of the other players to play something
that “hurts” the deviating player enough (i.e., for long enough), that the deviator will not cheat in
the first place. In fact, there is a family of such results, which vary the equilibrium concept (Nash,
subgame-perfect, sequential, etc.), and vary what happens after a player deviates — can there be
forgiveness, what happens if the punisher(s) deviates, how to evaluate infinite streams of payoffs,
and so on).

One important consequence of belief-free equilibria in repeated games is that typically, the
folk theorem fails to hold if belief-free equilibrium is used as a solution concept: it’s not true that
nearly any feasible payoff that is above a lower bound can be the outcome in a belief-free
equilibrium. In fact, a belief-free equilibrium may not exist at all. Thus while a belief-free
equilibrium may sustain some, even a "large” set, of payoffs, the set of payoffs is far smaller than
sustained by the folk theorem.

3.10. Equilibrium—or Non-existence of Equilibrium—Under Different Information
Structures

A key determinant of the nature of the equilibrium is what is observable and what can be
communicated to whom and by what means. For instance, the adverse selection problem long
investigated in the insurance market assumed that quantities of insurance were not observable;

market participants only know that the average quality of what is being traded on the market (the
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average risk of those willing to buy insurance) is affected by the price.*! If, as in Rothschild and
Stiglitz (1976), quantities of insurance purchased are observable, then that information conveys
information about the individual’s type: now it is not just prices but quantities that are informative.
Thus, the nature of the equilibrium is highly sensitive to whether an individual’s purchases of
insurances is observable.

But both the adverse selection and the RS equilibria are fragile. As Kosenko et al. (2022)
(or KSY for brevity) point out, a single insurance company can obtain some information about
“quantities” - even if total purchases are not observable - simply by selling a large insurance policy.
KSY establish that such limited information is enough to break the standard price equilibrium.
Similarly, RS had shown that with full observability of quantities purchased, there exists an
equilibrium in a model of two types if the two types differ by enough. But if we now modify that
world to include the possibility of “secret” insurance (i.e., the possibility that some insurance
contracts are not observable), then there never exists an equilibrium—neither a price equilibrium,
nor a quantity (RS) equilibrium, nor a price-cum-quantity equilibrium of the kind that we just
described as breaking the price equilibrium.

The disturbing implication of KSY is that in this more realistic world where there is some
but not full observability of insurance purchases, an equilibrium never exists. As we discuss in
the companion paper, if there can be direct communication between consumers and insurance
firms and insurance firms with each other, this conundrum is resolved: there always exists an
equilibrium, and it entails a pooling contract.

In practice, exclusivity cannot be enforced. In the context of insurance, there are a large
number of informal implicit risk sharing mechanisms; risk is, for instance, shared within families.
A natural question is: are such informal risk sharing mechanisms welfare improving? At one time,
there was the hope (and it was just that, a hope) that social institutions might “fill the gap” arising
from the absence of markets or other market failures, reducing the need for government
intervention. For instance, concerns about moral hazard limited the amount of insurance that the

market would provide (with complete insurance, individuals would take no care). Arnott and

41 In Akerlof’s model, where individuals just purchase or sell one car, quantities are not relevant. In the insurance
market (and many other markets), there may be other aspects of the economic transaction that are observable and
convey information.
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Stiglitz (1991) showed, however, that these non-market institutions, which naturally arose to fill
the gap, can lower welfare, crowding out more efficient market insurance.*?

3.11. Information extraction in monopolies and with imperfect competition

The discussion so far has focused on how in a competitive world with asymmetric
information, those information asymmetries are (partially) overcome, sometimes at great cost, and
typically affecting in fundamental ways the nature of the equilibrium. In many ways, the problem
of overcoming information asymmetries is simpler for a monopolist: he alone constructs the choice
set; he doesn’t have to worry about another firm making an offering. With perfect information
enabling perfect price discrimination, a monopolist could and would extract all consumer
surplus—and there would be no monopoly distortion. Stiglitz (1977) shows how a monopolist can
maximize rent extraction (i.e., capturing as much of the consumer surplus as possible, given the
limitations in his information) in a situation where it knows different consumers differ, but can’t
tell which are the ones with high consumer surplus. Most importantly, as we noted earlier, contrary
to standard analyses, this attempt to differentiate among consumers is the real source of monopoly
distortion.

Salop (1977) provides a telling example, where a monopolist charges different prices in
different stores—forcing unnecessary search—simply to enable him to charge a higher price to
consumers with high search costs, who in his model have higher consumer surplus, increasing
thereby the rents he can extract.

In the companion paper, we explain how these problems may be exacerbated with the
digital platforms and artificial intelligence, in ways which fundamentally undermine the efficiency
of the market economy.

Markets with monopolistic competition and oligopolies lie somewhere between the two
polar cases of pure monopoly and competition: firms may have to be sensitive to the offerings of
others (which may affect the information that can be extracted from its own offerings alone), but
have greater discretion than they do in highly competitive markets, where, for instance, an attempt
to “cream skim” the best customers is met with a strong competitive response. Not surprisingly,
the equilibrium in general entails distortionary screening mechanisms, including price

discrimination and price dispersions. When, for instance, individuals differ in their search costs,

42 The literature on equilibrium with non-exclusivity is large and complex. See Arnott and Stiglitz (2013a, b) and the
discussion in KSY (2022).
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market equilibrium will be characterized by price dispersions, inducing unnecessary search, in an
attempt to extract more money out of the high search cost to individuals, not unlike that which
occurs under monopoly. Indeed, the only market equilibrium may be one with price dispersion,
even when all firms are initially the same (Salop, 1977, Salop and Stiglitz, 1977, 1982).

3.12. Information extraction by governments

In the previous subsection, we saw how monopolists attempt to differentiate among
customers in order to extract more of their consumer surplus. Governments, t00, want to
differentiate: Egalitarian governments would like to tax more those who are more able, to
redistribute to those who are less able. Similarly, the design of optimal regulatory schemes entails
extracting information about costs of production. There is a close formal similarity between the
solution to the problem of maximizing social welfare by a government or regulator, in the presence
of asymmetries of information, and the problem of a monopolist maximizing its profits, in the
presence of asymmetries of information.*?

3.13. Summary of standard literature

Five fundamental insights that have emerged in the voluminous literature of the past nearly
half century are (a) there may exist no equilibrium**; (b) while in certain classes of models, the
only equilibrium entails “separating equilibrium,” where those with different characteristics are
effectively fully identified by the actions/choices they make, more generally, the equilibrium,
when it exists, may entail pooling or partial pooling, when there is costly verification or in multiple
period models where the uninformed party cannot commit not to use information gleaned in one
period subsequently; (c) the equilibrium is not in general constrained Pareto efficient; (d) the
precise specification of the “game” describing the interaction between the two parties matters;*°
and (e) there exists a variety of interventions by government that can be welfare enhancing—price

interventions and disclosure and fraud laws.

43 In both cases, for instance, the maximization problem entails self-selection constraints. There are many institutional
details that need to be incorporated, and when this is done, there are salient differences, accounting for the huge
literatures which have developed in each of these separate fields. Early contributions noting the formal similarity
include Sappington and Stiglitz (1987a) and Stiglitz (1982c).

44 Rothschild and Stiglitz (1976). In fact, when the types are not too different - as when there is a continuum of types
- there may never exist an equilibrium. Riley (1975, 1977, 2001), Stiglitz (2009a). Dasgupta and Maskin (19864,
1986b) provide a game theoretic formulation in which there is a mixed strategy equilibrium.

% For instance, it matters whether the informed party “moves” before the uninformed (as in the typical signaling game)
or vice versa (Stiglitz and Weiss, 1994).
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4. How Market Developments Are Undermining Decentralization and Increasing
Information Burdens

As we have seen, a central idea of the “information” revolution in economics is that prices
do not convey all the relevant information. Changes in market structure can accordingly change
the informational efficiency of the economy by increasing or decreasing the burden put on various
sources of information and can affect the effectiveness of these sources in communicating the
relevant information. There can be a tension here. Seeming improvements in markets, ignoring
information, may actually worsen overall economic performance once the informational burdens,
or the consequences of not getting relevant information, are taken into account: still another
instance of the general theory of the second best.

Trade liberalization is an obvious example. There are standard arguments for the benefits
of trade integration.*® But as markets get integrated, the relevant set of information for market
participants gets greatly increased; because volatility of prices, for example, may increase, market
participants will want more information about factors affecting price. Whether welfare is increased
can thus be ambiguous.

An even better example is the creation of derivatives, designed to “complete markets,” or
fill in for some of the missing Arrow-Debreu risk markets. But especially the way they have been
constructed, they have increased information burdens enormously and undermined effective
decentralization, especially the way they have been constructed. One of the great virtues of the
market economy was supposed to be that no one had to know the preferences or technology of
others. Prices were, as we have noted, sufficient statistics, conveying all the relevant information.
But if, say, bank A has taken out a credit default swap (CDS) with bank B betting that C will
default, A’s financial position depends on B’s ability to fulfil that contract (the counterparty risk);
but if B has CDS’s with D and F, then B’s ability to fulfil its contract depends on judgments
concerning D and F’s ability to fulfil their contracts, and that will depend on all of the CDS’s that
they hold. In short, risk assessment of any bank requires knowledge of the balance sheets
(including derivatives holdings) of all banks and firms that are intertwined in this financial
network, almost surely all large banks and many other large enterprises, if such risks are to be

46 As we noted earlier, those do not hold in the absence of perfect risk markets. Indeed, trade liberalization can be
Pareto inferior (Newbery and Stiglitz, 1984). The discussion here goes beyond Newberry and Stiglitz in noting that
trade integration leads to (greater) price variability, and therefore the value of information about what prices will be
increases.
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mitigated. Decentralization has been undermined; overall information burdens increased
enormously.*’

Making matters even worse is that creating these new financial products opens up new
betting opportunities, which at least some firms and individuals will take advantage of. This
increases the volatility in their wealth positions, increasing macroeconomic volatility and

increasing information burdens still further (Guzman and Stiglitz, 2021a, b).*

5. Going Beyond Markets: Mechanism Design

Markets are one way of allocating resources. Individuals reveal their preferences by their
purchases and sales at particular prices; and firms, their technological capacities. With prices set
according to certain rules, i.e., to clear markets, the outcomes are efficient. Once it became clear
that with imperfect, asymmetric, and endogenous information price signals were no longer enough
to coordinate economic activity efficiently, and that asymmetric information is a pervasive feature
of economic environments, there was a push to explore other ways for market participants to
communicate (e.g., information about preferences or technology) and make inferences, and other
ways for allocating resources. This is especially important when there are too few market
participants to make the price-taking assumption of competitive equilibrium persuasive, and in
particular where there is a single agent—a monopolist or the government—that can create a
“mechanism” to efficiently extract relevant information in ways that maximize its objective
function.

Shortly after the development of the basic information models, tools from mathematics —
in particular, game theory — were beginning to be used more widely by economists, with
extraordinary results. Mechanism design (sometimes known as “implementation theory”) can be
thought of as the flipside of game theory — instead of starting with a game and looking for a
solution, one starts with a desired outcome (the solution) and tries to find games (or, more

technically, “game forms” — games where everything but the payoffs are specified) in which a

47 Indeed, derivatives may greatly increase the complexity of markets and give rise to a fundamental indeterminacy of
equilibria. See Roukny et al (2018) and Battiston et al (2016)

8 These are not the only examples of misguided market “reforms.” In some quarters, there is support for moving
from bank lending to capital markets, in the belief that the latter do a better job in spreading risks. But as Grossman
and Stiglitz (1980) and Stiglitz and Greenwald (2003) emphasize, because of informational spillovers, capital markets
won’t have sufficient incentives for gathering information. See also Stiglitz (1992).
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specific desired outcome is an equilibrium. The participating agents send “messages” to a
centralized “mechanism,” which then, depending on which messages the agents send, decides on
an allocation — quantities and prices.*® The task of the mechanism designer is, given a particular
social choice function, to find mechanisms in which the outcome of the game that the agents play,
with each maximizing her own welfare according to the rules of the game, maximize this social
choice function.

Part of the reason “implementation” theory is called so is that it analyzes, given a fixed
planner’s preference ranking over outcomes, which outcomes can be implemented by an
appropriately chosen game, and how: what does the game form look like, what are the necessary
transfers, and so on. The constraints that the planner faces may be complex — agents may have
private information, may have aligned or misaligned preferences — so the implementation problem
is difficult in general. Because of this, this literature is rife with impossibility theorems: Arrow,
Gibbard-Sattherthwaite, Muller-Sattherthwaite, and others. So, the contributions often don’t
characterize the optimal mechanism, but rather prove that there exists no mechanism that
accomplishes all desiderata, or that the only possible mechanism has very undesirable properties
(such as being “dictatorial” — always ranking outcomes according to one agent’s preferences, and
always disregarding those of the others.)

The literature on mechanism design/implementation theory, like that of game theory more
generally, shows that results are highly sensitive to assumptions about information, about the
players’ preferences, and about players’ beliefs. including their beliefs about the beliefs of the
other players; in particular, the mechanism designer is often assumed to have a lot of information.
Below, we consider some of the most salient aspects.

(a) This literature recognized the importance of uncertainty, and expressly modeling what
the agents know and do not know. The typical approach assumes that there is a single random
variable - a player’s type - that summarizes all of the player’s own characteristics, as well as that
player’s beliefs about the information of others. The idea for this approach is due to Harsanyi
(1967, 1868a, 1969b), while Mertens and Zamir (1985) confirmed that this approach of “types” is

49 There are various strands within this literature where the mechanism designer may not be able to completely control
the behavior of agents (the allocations) (as in our earlier discussion of the insurance market where customers may
purchase secret insurance); and where the mechanism designer may not be able to commit to a particular rule before
the messages are sent. See, inter alia, Rahman (2012), whose work is evocatively titled “But Who Will Monitor the
Monitor?”
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mathematically sound. This approach makes analysis tractable (since players now only need to
form beliefs about others’ types), yet still requires that players know the possible types of other
players, and the probabilities of each type.

(b) But as early as 1972 Leo Hurwicz recognized the need for mechanisms that do not
depend on assumptions about the agents’ characteristics, what he called “nonparametric”
mechanisms (Hurwicz, 1972).

(c) Most importantly, mechanism design depends on individuals’ beliefs about other
agents’ beliefs (hence the term “hierarchies” of beliefs). Aumann’s 1976 work on “common
knowledge” has been crucial for clarifying what it means for agents’ beliefs about others (and
beliefs about beliefs — second-order beliefs — and beliefs about beliefs about beliefs, and so on) to
be commonly known. An event or characteristic E is common knowledge between two agents if
agent 1 knows it, agent 2 knows, agent 1 knows that 2 knows it, and so on, ad infinitum. Aumann
(1976) showed that if individuals have common priors, and their posteriors are common
knowledge, their posteriors must be equal: they cannot agree to disagree.>® Implicit in the
discussion is a high degree of rationality (in fact, in the original paper the issue posed by Tversky
and Kahneman’s (1974) work on psychological biases is discussed), and common knowledge of
how information is constructed and received. The last two features may be problematic in
applications; if individuals do not agree on how information is generated, the result fails.

An approach based on common knowledge has been criticized, most notably by Robert
Wilson. Wilson emphasized the importance of not making strong informational assumptions, such
as common knowledge, in hopes of generating better, more applicable, theories. He wrote,
outlining what has become known as the Wilson doctrine, “only by repeated weakening of
common knowledge assumptions will the theory approximate reality” Wilson (1985, 1987).

An example of work in this spirit is Dasgupta and Maskin (2000), who focus on “detail-
free” auction rules “that are independent of the details - such as functional forms or distribution of

signals - of any particular application and that work will in a broad range of circumstances.”

50 Of course, without common priors, even sharing information will not lead to common posteriors. One can then
agree to disagree, as was recognized and discussed by Aumann (1971). The companion paper discusses some of the
problems of societal polarization which arise in the presence of different priors. The assumption of common
knowledge is standard in the rational expectations macroeconomic literature and has provided a central point of
critique of dynamic stochastic general equilibrium (DSGE) models (see, e.g., Stiglitz, 2018 and Guzman and Stiglitz,
2021a, b).
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5.1. Blackwell’s Theorem: A Cornerstone of Information Measurement

We have been discussing the idea of “information,” and using terms like “information
structure”; while being more or less “informed” may have a clear and intuitive meaning in many
of the early “simple” applications, this is not so in general. There is, in fact, a large theory that
provides measuring the amount of information,> or at least ascertaining whether there is more
information in one situation than in another, in much more complicated settings.

One cornerstone of this theory is David Blackwell’s (1951, 1953) work. Observe first that
generally speaking, different decisionmakers will value different pieces of information differently,
depending on their preferences, other assets, and risk attitudes. For instance, an investment analyst
who is interested in the federal funds rate may not value information about the climate, which may
be very valuable to another decisionmaker. Thus, there can be no unanimous ranking of all
information structures, by which everyone could agree that one set of information is more
informative or “better” than another. But is there any context in which all expected utility-
maximizing decisionmakers would agree that one set of information is more informative than
another? As Blackwell (1951, 1953) showed, the answer is yes: information structure A is more
informative than information structure B if any payoff that is attainable under B is also attainable
under A. This “payoff richness” appears to be a natural criterion of evaluating information for an
economist.

There is another perspective one can take. Suppose one takes information structure A and
adds pure noise to it, to obtain information structure B. This seems like a very plausible
requirement for A to be more informative than B (we say that A is “sufficient” for B). The intuition
is that one can turn A into B without knowing anything about the true state. A striking result of
Blackwell is that these two ways of evaluating informativeness of information structures are, in
fact, identical. Information structure A is payoff richer than B for any utility function if and only

if A is sufficient for B.5? This result provides not only a completely unambiguous ranking of

51 These ideas are related to, but different from “information theory” where the focus is on the information transmitted
through a “channel” — an idealized communication device.

%2 In more mathematical terms, there exists a “garbling” matrix (in the finite case), or a Markov kernel (in the infinite
case) that when applied to A, yields B.
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information - payoff richness - but also links it to a mathematically tractable and statistically
appealing way of ranking information — sufficiency.>

The strength and power of this theorem — it applies to all expected utility maximizers — is
also its shortcoming. The Blackwell order is not only partial (meaning most information structures
are not ranked) but, loosely speaking, “very” partial. There have been many attempts to “complete”
the Blackwell order (Frankel and Kamenica, 2019, Kosenko, 2022, Cabrales et al., 2013, 2017,
Peski, 2008, Mu et al., 2021); no single completion one has been found to be appealing in all
contexts.

Using the Blackwell framework, Radner and Stiglitz (1984) were able to derive a striking
result about the value of information under very weak assumptions: it is always non-concave.
Ignorance may not be bliss, but it is at least a local optimum. Much of standard economics
(exemplified by Debreu, 1959) is based on assumptions of concavity. In a world with endogenous

information, it is hard to hold that assumption.>*

5.2  Auctions

Auctions are perhaps the most widely developed example of a commonly used mechanism
for allocating resources, as was recognized by the 2020 Nobel Memorial Prize awarded to Robert
Wilson and Paul Milgrom — two of the leading figures in auction design.>® The literature on
mechanism design has called attention to better ways of designing auctions under increasingly
complex situations. Many of these ideas have been put into practice, with mixed results. While
there have been some successes on real-world auctions (radio spectrum auctions in the US,
auctions for 3G licenses in the UK in 2000), there have also been many disappointments, with
unexpectedly low prices (including the Australian satellite TV auction, the New Zealand radio
spectrum auction, and the US Environmental Protection Agency’s SO2 auction), some of which

can be attributed to collusion by the bidders, or poor auction rules design.

%3 The link between Rothschild and Stiglitz’s work (1970, 1971) ranking probability distributions for any risk averse
individual and that of Blackwell should be clear; they provide additional equivalent characterizations, as does
Atkinson (1970), in the context of rankings of distributions of income. For extensions in that context, beyond separable
utility functions, see Rothschild and Stiglitz (1973). For analyses of behavioral implications, see Rothschild and
Stiglitz (1971) and Diamond and Stiglitz (1974). We make one clarifying remark — while Rothschild and Stiglitz
(1970, 1971) characterize mean-preserving spreads of distributions of monetary lotteries, Blackwell informativeness
is equivalent to mean-preserving spreads of distributions of beliefs; in the context considered by Rothschild and
Stiglitz, the two are equivalent.

54 Similar results were shown to hold in models with moral hazard (Arnott and Stiglitz, 1988, 2013a, 2013b).

%5 Even before that, the Nobel Memorial Prise was awarded to William Vickrey (along with James Mirrlees) in 1996,
partly for his work on second price auctions (Vickrey, 1961).
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5.3  Matching, or Markets without Prices

Alvin Roth was awarded a Nobel Memorial Prize in economics for his work on what can
be viewed as a particular class of mechanisms aimed at “matching,” e.g., kidney donors with
recipients, scarce medical equipment (such as ventilators) with patients who need them,® recent
M.D. graduates with hospitals for internships, or high school applicants with public high schools.®’
Matching theory is useful in situations where there is a supply and a demand of an item or service
(or more generally, just two sides of the exchange), but there is no price (for legal, moral, or
technical reasons). Some, like the kidney donor program, have been huge successes, others, like
the high school programs, have been more problematic. Understanding better the nuances that
lead to success or failure is a subject of ongoing research.>®

Even when there is no central authority that can design a relevant mechanism for resource
allocation (as in the cases just discussed), mechanism design may provide insights; for instance,
the gains to trade that could be achieved under an optimal design provide an upper bound to those
achievable.

5.4  Consequences of Information Assumptions for Mechanism Design

We noted earlier the sensitivity of many of the results in mechanism design to the particular
informational assumptions employed. The literature has naturally asked how the optimal
mechanism might be changed as the information available to the economic agents changes (for
example, as agents’ beliefs about their opponents’ valuations change). In particular, Bergemann
and Morris (2005) have created a framework of “robust” mechanism design, investigating, for
instance, how the design of auctions or of systems of price discrimination depends on the
assumptions of common priors and common knowledge.*® Suppose that the social planner (or

%6 See Pathak et al. (2020) for an example motivated by the coronavirus pandemic; different US states had different
priority rules for assigning scarce medical resources, which aimed to balance various ethical and practical
considerations. Pathak and co-authors proposed a better mechanism, which was subsequently adopted by the
University of Pittsburgh Medical Center.

57 Roth and Sotomayor (1990) summarize much of the theoretical work in this area; Teytelboym et al. (2021) provides
a more recent summary.

%8 See also the references to work by Atila Abdulkadiroglu, Parag A. Pathak, Alvin E. Roth, Tayfun Sonmez and M.
Utku Unver.

59 The “robustness” of mechanism design has a similar flavor to the belief-free equilibria of the context of repeated
games, where the term “robust” was also used, but the precise meaning differs because the contexts are different.
Belief-free equilibria are robust to individuals’ beliefs about others in repeated games; robust implementation occurs
when a mechanism designer implements a social choice function as an equilibrium where individuals tell the truth,
provided they expect others do as well, for any information they may have.
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mechanism designer) has a social choice function she would like to implement. (A note on the
nomenclature: this literature distinguishes between “social welfare functions”, the domain of
which is individual preferences, and the range of which are rankings of alternatives, “social choice
functions”, which have the same domain, output single alternatives (not a ranking, as with social
welfare functions), and “social choice correspondences”, the domain of which is the same, but the
output may be multi-valued — they produce a set of unranked acceptable alternatives.) What the
planner should choose to maximize her social choice function may depend on variables that are
only known (initially) to agents. Obviously, the Planner would like the agents to convey this
information, but they don’t just freely do so. They have to be induced to do so through a “game.”
Bergemann and Morris (2005) ask: When does there exist a game with the property that when the
agents play that game, for any information they may have, each agent has an incentive to tell the
truth about her information, if she expects others to tell the truth, whatever their information turns
out to be, and that the outcome of this game always implements the social choice function, i.e.
entails, when all the information is revealed, the planner taking an action consistent with what
maximizes her utility given the information (state of the world)? It is the requirement that the
agents have an incentive to tell the truth if she expects others to tell the truth, whatever others’
information turns out to be, that makes this robust (ex post implementable) — the agent has no
incentive to lie, provided others do not lie, regardless of their information. This is a very strong
concept (akin to the definition of a dominant strategy — a strategy that is a best response to any
strategy of one’s opponent). Thus, a good (“robust”) mechanism is one that, given a social choice
function (or correspondence), always implements this function, for any realization of the players’
information, and such that the players have no incentive to lie when interacting with the
mechanism. It is obviously desirable to find such a robust mechanism design, because robustness
in this sense means that other outcomes are extremely unlikely to result in practice, by
construction. Bergemann and Morris (2005) provide examples where social choice
correspondences are not robustly implementable and identify a sufficient condition that ensures
that they are: if a social choice correspondence can be implemented in a weak sense on a small
subset of type spaces we discussed earlier (intuitively, this means that the correspondence and the
environment are not “hopeless”), and the planner can use transfers (without needing to balance the
transfer budget), then the correspondence can be robustly implemented. Loosely speaking, if

agents have a “common value” component (a part of their utility that is good for all of them) and
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a “private value” component (the idiosyncratic part of their utility), the implementation works by
maximizing the common value part, and using the private value part to ensure agents tell the truth.
Not surprisingly, in general it may not be possible to find such robust designs, because of how
stringent the conditions for such designs are. In Bergemann and Morris (2009) and Bergemann
and Morris (2011) the authors continue this work, identifying additional technical conditions that
enable robust implementation. As we pointed out in section 3.13, the precise details and
assumptions matter so much, that it may not be possible to design “good” mechanisms for any set
of details and assumptions.

5.5  Applications of Robust Mechanism Design

Two important theoretical applications of robust mechanism design, where the design
reflects the lack of information of the designer, are Carroll (2015) and Guo and Shmaya (2019).
Carroll (2015) studies a moral hazard problem where the principal is uncertain about the set of
actions available to the agent. “She [the principal] knows some of the available actions, but other
unknown actions may also exist and our principal does not even have a prior belief about these
unknown actions.” He finds that the solution (under very mild assumptions concerning preferences
and the ability to impose taxes, e.g., in outcome-dependent ways, under which the first best
outcome could be trivially implemented) to this problem is linear contracts — i.e., that if a contract
is judged by its worst possible performance, linear contracts uniquely provide the highest
guaranteed return to the principal (i.e. it is the “maximin” solution). (Of course, one may question
the desirability of such maxmin solutions for society.) Carroll (2015) uses this to explain the
pervasiveness of linear contracts in the real world — where the principal knows that there may be
eventualities that matter that are not even conceivable now, and obviously can’t form beliefs about
things she does not know exist — as opposed to “optimal’”” contracts from non-robust contract theory
that often take complicated forms.®

Guo and Shmaya (2019) study from a non-Bayesian point of view the same problem of
monopoly regulation (again viewed as a principal-agent problem) that Baron and Myerson (1982)
studied from a Bayesian approach. They identify policies that minimize “regret” of the regulator
— the difference between what he could have obtained with perfect information and what he

80 See also Diamond (1998), who also finds linear contracts to be optimal in a different, simpler, though more
restrictive setting. See also Allen (1985), who focuses on the implications of non-observable trades, and which may
be a better explanation of linear contracts than that provide by Carroll’s theory, since the critical unknown, the weather,
has (particularly before the onset of climate change) a relatively well-defined probability distribution.
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actually obtains. The result is an interesting combination of price caps (to benefit the consumer)
and piece-rate subsidies (to incentivize the producer); the precise amount and combination of these
tools depends on how much weight the regulator puts on the two sides of the market.

6. Concluding Remarks

The analysis of environments with costly information has provided enormous insights into
the workings of virtually all markets and of the economic system as a whole. It has provided
explanations of phenomena which could not be explained by the standard theory assuming perfect
information. We have seen the multiple ways in which early results concerning information
revelation, screening, and signaling have been reinforced and modified, with results in some cases
being shown to be more robust than was at first thought to be the case, while in others, more fragile.
Most importantly, the conclusion that markets are, in general, not (constrained Pareto) efficient
has, if anything, been strengthened, and indeed, we have seen how many of the reforms of recent
years may have actually decreased welfare, once one takes into account the consequences of the
imperfections and endogeneity of information. Recent work has highlighted the potential of
information asymmetries to magnify distributional differences, entrench market power, and make
efficient regulation more difficult, but has also suggested ways of at least partially overcoming
these problems and improving resource allocations. In particular, we have seen how a greater
understanding of how the problems posed by information asymmetries can be overcome continues
to generate new insights; ingenious new mechanisms have emerged that implement desirable
outcomes when intuition might suggest such outcomes may be impossible.

The companion paper that follows explores a particularly fruitful strand of work—where
information is conveyed not just by making inferences based on choices and actions, but also by

direct communication.
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